
Digital Mobile Radio 
‘Enhanced Privacy’ mode - 
ARC4 Decryption with go2key

Our R&D Team has recently developed & successfully fi eld-
tested a decryption engine for the ARC4 stream cipher. Our end-
user groups are already aware that go2signals can auto-decrypt/
descramble DMR networks‘ ‚Basic Privacy‘ modes such as ‘Mo-
torola Basic’, ‘Hytera Basic’ & ‘Alinco Normal’. Using a proprie-
tary ‚brute-force attack‘ technique, our go2signals user-communi-
ties can now decrypt the DMR Association‘s ‚Enhanced Privacy‘ 
mode, which employs the ARC4 cipher to encrypt its digitized 
speech content. This ‚Enhanced Privacy‘ mode is implemented as 
standard in Motorola & Hytera mid-to-high-Tier Handheld Trans-
ceivers (HTs), Mobile Units (MUs) & trunking/repeater networks, 
& is available as a ‘plugin’ option for other manufacturers’ DMR 
products & systems (e.g. Kenwood NX-series). To recover a spe-
cifi c DMR net‘s ARC4 encryption keys, our go2signals end-user 
groups can now run our ‘go2key’ ARC4 decryption engine against 
a DMR network’s ARC4-encrypted activations.

go2key runs with go2signals v23.2 or later. The go2key capability 
currently runs via command-line, but will be fully incorporated as 
a go2signals GUI/Remote-API plugin option during our ongoing 
development & implementation phases.

For further information relating to our new go2key ARC4 decryp-
tion capability, please contact sales@procitec.de.
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